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1
Decision/action requested

SA3 is kindly requested to approve the proposed changes to TR 33.809.
2
References

[1]
TR 33.809
3
Rationale

This contribution addresses the Editor’s notes in 6.27.2.2.4
4
Detailed proposal

***
BEGIN OF 1st CHANGE
***

6.27.2.2.4 Limitations

Digital signatures provide authenticity and message integrity of system information, preventing an attacker from originating any MIB/SIBs or tampering with an existing MIB/SIB. However, a timestamp may not prevent a replay attack if the allowed delay window is set to a value that is long enough for a replay to succeed. 

Further, PCI may not always allow a UE to detect a replay if the UE is out of the range of a legitimate gNB whose system information is being replayed. This can be illustrated in Figure 6.27.2.2.4-1. 


Editor’s note: Figure 6.27.2.2.4-1 assumes an omnidirectional antenna. Attacking area when a gNB uses beamforming is ffs.
Assume R1 be the broadcasting area of a real base station (RBS1), and F be the broadcasting area of the false base station (FBS). If the FBS replays the system information from RBS1 and uses the same PCI as the RBS1, A UE located within the intersection of R1 and F, denoted by F(R1, will be able to detect the duplicated PCI from two base stations. However, a UE located within the area of F but outside the area of R1, i.e., F-F(R1, will not be able to detect the duplicated PCI. Although the area where UEs may be attacked by an FBS is reduced by digitally signing PCI, an FBS may choose to replay the system information from another RBS to expand its attacking area.  For example, the FBS can replay the system information from RBS2 to attack UEs located within the area of F(R1.
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Figure 6.27.2.2.4-1: Attacking areas of an FBS by relaying system information from RBSs

Although it is possible to replay system information in theory, there are practical challenges an attacker needs to overcome in order to succeed. 

First, to replay system information in real-time (or relay system information), an FBS needs to include a UE and a gNB. By using the same PCI and downlink frequency, an attacker must find a strategy to prevent FBS-UE from connecting to FBS-gNB. With the control of both FBS-UE and FBS-gNB, an attacker can be assumed to have the ablity to prevent the FBS-UE from connecting to FBS-gNB. 


***
END OF 1nd CHANGE
***

